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Cybersecurity

As markets grow more global and complex, so too are the threats through cyber

intrusion, denial of service attacks, manipulation, misuse by insiders, and other cyber
misconduct. In the United States, aspects of cybersecurity are the responsibilities of
multiple government agencies, including the SEC. Cybersecurity also is a responsibility of
every market participant. The SEC is committed to working with federal and local partners,
market participants, and others to monitor developments and effectively respond to cyber
threats.

CISA Highlights - Cyber Threats and Advisories

The Cybersecurity and Infrastructure Security Agency (CISA) offers the latest
cybersecurity news, advisories, alerts, tools, and resources. Sophisticated cyber actors
and nation-states exploit vulnerabilities to steal information and money, and they are
developing capabilities to disrupt, destroy, or threaten the delivery of essential services.
Defending against these attacks is essential to maintaining the nation’s security.
Protecting cyber space is the responsibility of individuals, families, small and large
businesses, and local and federal governments.

For more information, visit the CISA Cyber Threats and Advisories webpage _(https://www.ci

sa.gov/topics/cyber-threats-and-advisories).




Get Information on Ransomware

Ransomware attacks are increasing in scale, sophistication, and frequency, victimizing
governments, individuals, and private companies around the world. CISA has launched
StopRansomware.gov (https:/Inks.gd/l/eyJhbGciOillUzIINil9.eylidWxsZXRpbl9saW5rX2lkljoxMD
MsInVyaSl6lmIwMjpjbGljaylsimJ1bGxldGluX2lkljoiMjAyMTASMJEuUNDYyNDE2MzEil CllemwiOilodHRwce
zovl 3d3dy5zdGO9wemFuc29td2FyZS5nb3YvIn0.L PBlgaVF8qSxRO-6YnibfdZ2uN-b2ZXC1-SKwcpVL RA/
s/749445400/br/112658872283-1) a one-stop resource for individuals and organizations of all
sizes to reduce their risk of ransomware attacks and improve their cybersecurity resilience.

This webpage brings together tools and resources from multiple federal government
agencies under one online platform. Learn more about how ransomware works, how to
protect yourself, how to report an incident, and how to request technical assistance.

Getting in the Know

The SEC’s Office of Investor Education and Advocacy issued an investor alert
titled 5 Ways Fraudsters May Lure Victims Into Scams Involving Crypto Asset
Securities _(https://www.investor.gov/introduction-investing/general-resources/news-aler
ts/alerts-bulletins/investor-alerts/crypto-scams) because fraudsters continue to
exploit the popularity of crypto assets to lure retail investors into scams. Crypto
assets may include assets commonly referred to as cryptocurrencies, crypto,

coins, and tokens.




Cyber-Related Exam Priorities

During fiscal year 2025, exam priorities by the SEC's Division of Examinations _(h
ttps://www.sec.gov/files/2025-exam-priorities.pdf) include registrants’ policies and
procedures, governance practices, data loss prevention, access controls, account
management, and responses to cyber-related incidents, including those related
to ransomware attacks. The Division also will review alternative trading systems’
safeguards to protect confidential trading information.

SEC Resources

Enforcement

e Cyber-Related Enforcement Actions (https://www.sec.gov/securities-topics/crypto-ass

ets#regulated),

e Public Alert: Unregistered Soliciting Entities (PAUSE) (https://www.sec.gov/enforce

ment-litigation/public-alerts-unregistered-soliciting-entities?field display_title value=&fiel

d_article sub type secart value=Publict+Alerts-ImpersonatorsofGenuineFirms)

Investor Information

e |Investor Bulletin: Protecting Your Online Investment Accounts from Fraud _(http
J . govli luction-i inglg L alerts/alerts-bulleti
s/investor-bulletins/updated-2)

¢ Investor Alert: Identity Theft, Data Breaches and Your Investment Accounts (htt

J . govli luction-i inglg L alerts/alerts-bulleti
s/investor-alerts/investor-59)

e Social Media and Investing: Avoiding Fraud _(https://www.investor.gov/additional-res
ources/news-alerts/alerts-bulletins/updated-investor-alert-social-media-investing)




e Social Media and Investing: Stock Rumors _(https://www.investor.gov/introduction-in

vesting/general-resources/news-alerts/alerts-bulletins/investor-alerts/updated-1)

¢ Social Media and Investing: Understanding Your Accounts (https://www.investor.

gov/additional-resources/news-alerts/alerts-bulletins/social-media-investing-%E2%80%9

3-understanding-your)

Issuers / Public Companies

e Cybersecurity Risk Management, Strategy, Governance, and Incident
Disclosure (https://www.sec.gov/rules-regulations/2023/07/s7-09-22)

e Commission Statement and Guidance on Public Company Cybersecurity

Disclosures (/rules/interp/2018/33-10459.pdf)
e Guidance for Public Companies (/divisions/corpfin/guidance/cfguidance-topic2.htm)

Investment Advisers / Investment Companies

e Regulation S-P (https://www.sec.gov/rules-regulations/2024/06/s7-05-23#34-100155Afi

nal)

¢ Regulation S-ID (https://www.sec.gov/rules-regulations/2013/04/identity-theft-red-flags-
rules#34-69359final)

e Compliance Programs of Investment Advisers and Investment Companies (http

s://www.sec.gov/rules-regulations/2003/12/compliance-programs-investment-companies-i

nvestment-advisers)

Engaging Government Agencies and Industry

e Cybersecurity Guidance for Investment Advisers and Registered Investment

Companies _(/investment/im-guidance-2015-02.pdf),

¢ Guidance on Business Continuity Planning for Registered Investment
Companies _(/investment/im-guidance-2016-04.pdf)

Risk Alerts: Assessing Market Participant Readiness

o Safeguarding Customer Records and Information in Network Storage -Use of
Third Party Security Features _(/files/OCIE%20Risk%20Alert%20-%20Network%20St




orage.pdf) (May 2019)

¢ Investment Adviser and Broker-Dealer Compliance Issues Related to Regulation
S-P: Privacy Notices and Safeguard Policies _(/files/OCIE%20Risk%20Alert%20-%2
ORegulation%20S-P.pdf) (April 2019)

e Observations from Investment Adviser Examinations Relating to Electronic
Messaging (/files/OCIE%20Risk%20Alert%20-%20Electronic%20Messaging.pd
f) (December 2018)

¢ Observations from Cybersecurity Examinations (/files/observations-from-cybersec

urity-examinations.pdf) (August 2017)

e Cybersecurity: Ransomware Alert _(/files/risk-alert-cybersecurity-ransomware-alert.p
df) (May 2017)

e Cybersecurity Examination Initiative (/ocie/announcement/ocie-2015-cybersecurity-
examination-initiative.pdf) (September 2015)

e Cybersecurity Examination Sweep Summary _(/about/offices/ocie/cybersecurity-ex

amination-sweep-summary.pdf) (February 2015)

¢ Investment Adviser Use of Social Media (/about/offices/ocie/riskalert-socialmedia.p
df) (January 2012)

Brokers and Dealers

¢ Regulation S-P (https://www.sec.gov/rules-regulations/2024/06/s7-05-23#34-100155Afi

nal

e Regulation S-ID (https://www.sec.gov/rules-regulations/2013/04/identity-theft-red-flags-
rules#34-69359final)

e Regulation SDR (https://www.sec.gov/rules-regulations/2015/02/security-based-swap-da

ta-repository-registration-duties-core-principles#34-74246final)

e Market Access Rule (https://www.sec.gov/rules-regulations/2011/06/risk-management-c

ontrols-brokers-or-dealers-market-access#34-63241final)

¢ FElectronic Storage of Broker-Dealer Records (https://www.sec.gov/rules/interp/34-47
806.htm)

Risk Alerts: Assessing Market Participant Readiness




e QObservations from Cybersecurity Examinations (/files/observations-from-cybersec

urity-examinations.pdf) (August 2017)

e Cybersecurity: Ransomware Alert (/files/risk-alert-cybersecurity-ransomware-alert.p
df) (May 2017)

e Cybersecurity Examination Initiative (/ocie/announcement/ocie-2015-cybersecurity-
examination-initiative.pdf) (September 2015)

e Cybersecurity Examination Sweep _(/about/offices/ocie/cybersecurity-examination-s

weep-summary.pdf) (February 2015)

Markets and Market Utilities

¢ Regulation Systems Compliance and Integrity (Reg SCI) (https://www.sec.gov/rules-

regulations/2015/12/regulation-systems-compliance-integrity)

External Resources

e CISA: Report a Cyber Issue _(https://myservices.cisa.gov/irf) | Free Cyber
Hygiene Services (https://www.cisa.gov/resources-tools/resources/free-cybersecu
rity-services-and-tools) | Cyber Alerts (https://www.cisa.gov/uscert/ncas/alerts)

e Department of Homeland Security: Cybersecurity _(https://www.dhs.gov/topic/c
ybersecurity)

» FBI: National Cyber Investigative Joint Task Force (https://www.fbi.gov/investig
ate/cyber/national-cyber-investigative-joint-task-force)

* FINRA: Cybersecurity (http://www.finra.org/industry/cybersecurity)
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